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 THE LAW OFFICES OF

O. MAX GARDNER III, P.C.*

	
	At Historic Webbley House
	

	O. Max Gardner III
	403 SOUTH WASHINGTON STREET
	William S. Gardner

	maxgardner@maxgardner.com
	POST OFFICE BOX 1000
	bgardner@maxgardner.com

	Telephone: (704) 487-0616
	SHELBY, NORTH CAROLINA  28151
	Telephone: (704) 487-0616

	Facsimile: (888) 870-1647
	www.maxgardnerlaw.com
	Facsimile: (888) 870-1644



(Date)

Certified Mail – Return Receipt Requested

	Alice Brown, Vice President
Oakdale Mortgage Servicers, Inc.
PO Box 1492
Oakdale, NC 28000

	


RE:
Jim and Tammy Baker

Loan No: 000-123-456

Dear Ms. Brown:
I write as counsel for Jim and Tammy Baker  (hereinafter “Plaintiffs”) to advise you of a claim for damages and other relief against you as a result of your mortgage servicing methods and tactics.

I have enclosed a summons and complaint as service of process.

Plaintiffs demand that you preserve documents, tangible things and electronically stored information that are potentially relevant to the issues in this case.  As used in this letter, the terms you and your refer to OMS, and its predecessors, successors, parents, subsidiaries, divisions and affiliates and its respective officers, directors, agents, attorneys, accounts, employees, partners, and other persons occupying similar positions of performing any functions on behalf of OMS.

Much of the information that is subject to disclosure or responsive to discovery in this case will be stored on your current and former computer systems and other media and devices, including personal digital assistants, voice messaging systems, online repositories and cell phones.  The term Electronically Stored Information (hereinafter “ESI”) should be afforded the broadest possible meaning and includes (by way of example and not as an exclusive list) potentially relevant information electronically, magnetically, optically or otherwise stored as:

· digital communications (for example email, voicemail, and instant messaging)

· email service stores (for example lotus domino.nsf or Microsoft exchange.edb)

· word processed documents (for example Word or WordPerfect files and all drafts thereof)

· spreadsheets and table

· accounting application data

· imaging and facsimile files

· scan recording of any conversations with the plaintiffs
· databases (for example Access, Oracle, SQL Server data)

· Contact and relationship data management (for example Outlook, Ask or Interaction)

· Calendar and diary application data

· online access data (for example temporary internet files, history files and cookies)

· presentations (for example PowerPoint and Corel presentations)

· network access and server activity logs relating to information exchanged between defendants and by defendants with third parties

· project management application data

· backup and archival files

Plaintiffs hereby demand that you preserve both accessible and inaccessible ESI.  This demand is reasonable and necessary.  Pursuant to the North Carolina Rules of Civil Procedure you must identify all sources of ESI you decline to produce and demonstrate why such sources are not reasonably accessible.  For good cause shown, the court may order production of ESI even if it is not reasonably accessible.  Accordingly you must preserve ESI that you deem inaccessible so as not to preempt the court’s authority.

Preservation requires immediate intervention

You must act immediately to preserve potentially relevant ESI, including, without limitation, information and the earlier of a created or last modified date for ESI concerning any foreclosure conducted by you in the State of North Carolina from or after February 1, 2004, through the date of this demand.  Adequate preservation of ESI requires more than simply refraining from efforts to destroy or dispose of such evidence.  You must immediately intervene to prevent loss due to routine operations or malfeasance and employ proper techniques and protocols to preserve ESI.  Booting a drive, examining its contents or running any application may irretrievably alter the evidence contained therein and constitute spoliation of evidence. 
Preservation requires action

You are directed to immediately initiate a litigation hold for potentially relevant ESI, documents and tangible things and to act diligently and in good faith to secure and audit compliance with that litigation hold.  You are further directed to immediately identify and modify or suspend features of your information systems and devices, which, in routine operation, operate to cause the loss of potentially relevant ESI.  Examples of such features and operations that could result in spoliation include:

· purging the contents of email repositories by age, capacity or any other criteria

· using data or media wiping, disposal, erasure of encryption utilities or devices

· overriding erasing, destroying or discarding backup media

· reassigning, re-imaging or deposing of systems, servers, devices or media

· running antivirus or other programs affecting wholesale metadata alteration

· releasing or purging online storage repositories

· using metadata stripper utilities

· disabling server, packet or local instant messaging login

· executing drive or file defragmentation or compression programs

Guard against deletion

You should anticipate that your officers, employees, or others may seek to hide, destroy or alter ESI.  This is not a concern that is unique to you or your companies.  Rather it is simply conduct that occurs with such regularity that any custodian of ESI and their counsel must anticipate and guard against its occurrence.  You are directed to preserve complete backup tape sets (including differentials and incrementals) containing emails and ESI for any person involved in the foreclosure of any mortgage loan in North Carolina from February 1, 2004 through the present.  You should also take affirmative steps to prevent anyone with access to your data, systems or archives from seeking to modify destroy or hide ESI.

System sequestration or forensic sound imaging

As an appropriate and cost effective means of preservation you should remove from service and securely sequester the systems, media and devices housing potentially relevant ESI of any lawyer that has appeared in any bankruptcy case in the State of North Carolina for any individual for whom OMS services a mortgage loan from February 1, 2004 through the present.  In the event that you deem it impractical to sequester those systems, we believe that the breadth of preservation required, coupled with the modest number of systems implicated, dictates that forensically sound imaging of the systems identified above is expedient and cost effective.  As we anticipate the need for forensic examination of one or more of the systems and the presence of relevant evidence in forensically accessible areas of the drives, we demand that you employ forensically sound ESI preservation methods.  Failure to use such methods imposes a significant threat of spoliation and data loss.  Be advised that a conventional copy, backup or ghosting of a hard drive does not produce a forensically sound image because it only captures active, unlocked data files and fails to preserve forensically significant data existing in for example unallocated clusters and slack space.

You anticipate that certain ESI, including but not limited to spreadsheets and databases will be sought in the forms or form in which it was ordinarily maintained, that is in native form.  Accordingly, you should preserve ESI in such native forms and should not employ methods to preserve ESI that remove or degrade the ability to search ESI by electronic means or that make it difficult or burdensome to use that information.

You should further anticipate the need to disclose and produce system and application metadata and act to preserve it.  System metadata is information describing the history and characteristics of other ESI.  This information is typically associated with tracking or managing an electronic file and often includes data reflecting a file’s name, size, custodian, location and dates of creation and last modification or access.  Metadata may be overwritten or corrupted by careless handling or improper preservation, including by moving, copying or examining the contents of files.

As hard copies do not preserve electronic search ability or metadata, they are not an adequate substitute for, or cumulative of, electronically stored versions.  If information exists in both electronic and paper forms, you should preserve both the forms.

We desire to work with you to agree upon an acceptable protocol for forensically sound preservation and can supply a suitable protocol if you will furnish an inventory and description of the systems and media to be preserved.  Alternatively if you promptly disclose the preservation protocol you intend to employ, perhaps we can now identify any points of disagreement and resolve them.  

A successful and compliant ESI preservation effort requires expertise.  If you do not currently have such expertise, we urge you to engage the services of an expert in electronic evidence and computer forensics.  Perhaps our respective experts can work cooperatively to secure a balance between evidence preservation and burden that’s fair to both sides and acceptable to the court.

I am available to discuss reasonable preservation steps; however, you should not defer preservation steps pending such discussions if ESI may be lost or corrupted as a consequence of delay.  Should your failure to preserve potentially relevant evidence result in the corruption, loss or delay of production of evidence to which we are entitled, that failure would constitute spoliation of evidence.
Please confirm no later than ten days from the date of this letter, that you have taken the steps outlined in this letter to preserve ESI and tangible documents potentially relevant to this action.  If you have not undertaken the steps outlined above, or have taken other actions, please describe what you have done to preserve potentially relevant evidence.

Sincerely yours,

O. Max Gardner III
State Bar No:  6164
Law Offices of O. Max Gardner III, P.C.
PO Box 1000

403 South Washington Street

Shelby NC 28150

704.487.0616 (v)

888-870-1647 (f)
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	*The Law Offices of O. Max Gardner III, P.C., 
designated as a Federal Debt Relief Agency by an 
Act of Congress and the President of the United States, has proudly assisted consumers seeking relief under the US Bankruptcy Code for over 30 years.
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