Additional Discovery re Electronic Evidence:
1.
Please describe the configuration of your network, including operating system uses; the number of work stations, laptops and servers; their physical location; and a diagram of how are devices are interconnected.

2. 
Please describe all software applications that are used, both off the shelf and custom.

3.
Please describe all databases used internally by your company and their functions.

4.
Please describe how your computer backup systems function including the type of software used (including version), the hardware used (including manufacturer name and models) and how it works, including the tape rotation schedule, what happens when tapes are overwritten, and what data is backed up and from which device.

5. 
Please identify the location of offsite backup storage and the name of a contact person at all locations.

6.
Please describe all security measures that may prevent unauthorized access to the backup media.

7.
Please identify all portable media that may contain data relevant to his matter, such as disks, zip disks, CD-ROMs, DVDs, tapes, thumb drives, etc.

8.
Please identify the system administrator or administrators and their contact information, as well as this person's supervisor and contact information for such person or persons.

9.
Please identify all information technology (IT) personnel who may have worked on or have knowledge or date relevant to this matter.

10.
Please describe all of your network authentication procedures.

11.
Please describe in detail all related intranets or extranets, their functions, and their security mechanisms.

12.
State the number of PDAs in use (if applicable) by manufacturer and model and identify each individual who uses them.

13.
Please state the number and location of all company workstations and laptops including manufacturer, model, and class; operating systems; and user names.

14.
Please identify all networked digital copiers by manufacturer, model and location.

15.
Please state whether any of your employees work from home computers and if so whether a VPN or other form of remote access to the network exists and if so then please describe all authentication and security methods.

16.
Please describe the E-mail package used, including the version.

17.
Please describe your E-mail server, with manufacturer and model, operating system and mail server software used, and location.

18.
Please identify the location of all E-mail storage.

19.
Please describe all network activities and events that are routinely logged (e.g., SNMP traps, router logs).

20.
Please identify all active intrusion detection systems and configurations.

21.
Please identify your internet servicer provider.

22.
Please identify the host of your company's website.

23.
Please identify all persons by name and location who hold administrative rights to the mail server.

24.
Please describe your company's internet and E-mail use policies.

25.
Please describe your monitoring policy regarding employees' computer activity, including what is monitored and by whom and retention period for logs.

26.
Please describe all security policies and procedures employed with respect to such monitoring.

27.
Please identify your firewall manufacturer, the model you use and its configuration.

28.
Please identify your application service provider and the nature of the data held.

29.
Please describe your outsourcing policy for IT services, including the name and address of all providers, a description of the services of each provider, and the contact person for each provider.

30.
Please explain your security structure including who has access to which applications, drives, etc., and note the distinction, if applicable, between read-only access and read-write access.

31.
Please identify the names, log-on IDs, passwords, and E-mail addresses of any individual who may have any knowledge of or relation to this matter.

32.
Please describe your encryption programs, including the level of encryption and where and how they are used and identify all decryption keys and pertinent instructions for all decryption procedures.

33.
Please identify your PBX manufacturer, the model, and whether it interfaces with your telephone system and carries voice mail.
34.
Please describe your retention policy for any voice messaging records.

35.
Please describe your retention policy for phone usage records and categories of records retained.

36.
Please describe you retention and disposal policies for such records.

37.
Please attach a schemata of your network or telephone system.

38.
Please identify all company-issued cell phones and pagers and identify each of the units by manufacturer, model, and the name, title and location of the primary user.

39.
Please describe any instructions given to any or all employees regarding the need to preserve possible evidence, the date or dates such instructions were given, and copies of all such printed, printable or written instructions.

40.
Please list all specific data that has been deleted, and when it was deleted, with respect to any matter or thing relevant to this case.

41.
Please describe your disposal policy for data and hardware.

42.
Please describe company behavior regarding over-writing of backup tapes and selling, donating, or otherwise disposing of equipment since the filing of his case, and how such behavior might differ from company policy previously in force.

43.
Please provide a list of all equipment disposed of since the filing of this case.
44.
Please describe all software and/or hardware modifications to any company computers since the filing of this case.

45.
Please identify individuals by job title, name, business address, and phone number with respect to responsibilities for enforcing Internet or E-mail usage policies, document retention policies, and employee monitoring.

46.
Please identify by dates and details of any computer or computer-related crimes of which the company has been charged.

47.
Please identify by the case number, the court, and the date of production, and media in which the evidence was produced for any matters since 1999 in which the company produced electronic evidence.  End
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