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	Data Platform Sheet



Please complete all applicable columns for every type of system or platform maintained in-house.  If there are multiple systems for core processing, networks, etc., provide the requested information for each platform.

	System Description Schedule

	System/Platform
	Hardware Platform Manufacturer
	Model
	O/S & Version Number
	Vendor

	

	Core Processing:
	
	
	
	

	  System #1
	
	
	
	

	  System #2
	
	
	
	

	  System #3
	
	
	
	

	  System #4
	
	
	
	

	
	
	
	
	

	Trust Systems:
	
	
	
	

	
	
	
	
	

	Network(s):
	
	
	
	

	Operating System(s):
	
	
	
	

	     # of Servers
	
	
	
	

	     # of Users
	
	
	
	

	
	
	
	
	

	Internet Service Provider (ISP)
	
	
	
	

	
	
	
	
	

	Wireless LANs 
	
	
	
	

	
	
	
	
	

	 Network Administration Internally or outsourced?
	
	
	
	

	
	
	
	
	

	Firewalls: note vendor/OS

If outsourced or managed by a 3rd party enter name of vendor.
	
	
	
	

	Type of firewall:  (Packet filter, Statefull Inspection, Application Gateway, Circuit Level Gateway, Proxy Server, Other)

 [Please circle]

	
	
	
	
	

	Intrusion Detection Systems

If outsourced or managed by a 3rd party enter name of vendor.
	
	
	
	

	      Host based IDS
	
	
	
	

	      Network based IDS
	
	
	
	

	Anti-Virus 
	
	
	
	

	How are virus signature files updated on servers and workstations? (Vendor push, Auto Update, Manual method, Other)

 [Please circle]

	
	
	
	
	

	
	
	
	
	


Please indicate whether the product or service is in-house or outsourced to a third party.  If in-house, please indicate the software application name and version and the name of the vendor who provided the software.  If outsourced, please indicate the name of the third-party service provider and the software application supporting that product or service.
	Products and Services

	PRODUCTS AND SERVICES
	In-House, Outsourced or Facilities Mgt
	If In-House, indicate software application name and vendor name.
	If Serviced, indicate third party and software application name.

	
	
	Vendor Name

City, State
	Software Application/ Version #
	Servicer Name

City, State
	Software Application/ Version #

	

	 Core Processing: 

 (Core banking applications)
	
	
	
	
	

	
	
	
	
	
	

	  Deposits:
	
	
	
	
	

	     Demand Deposits
	
	
	
	
	

	     Savings & Time
	
	
	
	
	

	     
	
	
	
	
	

	  Loans:
	
	
	
	
	

	     Commercial Loans
	
	
	
	
	

	     Mortgage Loans
	
	
	
	
	

	     Consumer/Installment Loans
	
	
	
	
	

	     Credit Cards
	
	
	
	
	

	
	
	
	
	
	

	Customer Information File (CIF)
	
	
	
	
	

	     
	
	
	
	
	

	 General Ledger
	
	
	
	
	

	 Trust 
	
	
	
	
	

	 Retail EFT (ACH/ATM/POS)
	
	
	
	
	

	 Item Processing
	
	
	
	
	

	 Other:
	
	
	
	
	

	
	
	
	
	
	


	Products and Services (Continued)

	PRODUCTS AND SERVICES
	In-House, Outsourced or Facilities Mgt
	If In-House, indicate software application name and vendor name.
	If Serviced, indicate third party and software application name.

	
	
	Vendor Name

City, State
	Software Application/ Version #
	Servicer Name

City, State
	Software Application/ Version #

	

	 Internet/E-Banking:
	
	
	
	
	

	 Web Site Address/URL: http:

  
	
	
	
	
	

	Informational Web Site (Web server)
	
	
	
	
	

	Transactional Web/Internet Banking
	
	
	
	
	

	Telephone Banking/VRU (Voice Response Unit)
	
	
	
	
	

	Account Aggregation
	
	
	
	
	

	Bill Payment
	
	
	
	
	

	Bill Presentment
	
	
	
	
	

	On-line Credit/Deposit Applications
	
	
	
	
	

	Wireless Banking
	
	
	
	
	

	Other Internet or E-banking Products
	
	
	
	
	

	Web Server
	
	
	
	
	

	Web Server Operating System
	
	
	
	
	

	Retail Internet Payment Products
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Please describe any IT related security incidents since the last examination.  Expand the table or attach a separate description if necessary.

	Security Incidents

	Incident Date
	Discovery Date
	Contact
	Description of Attack/Method
	Mitigation or Containment Actions
	Nature/Cause of Problem
	Notifications

Fed Reg, Law enf, customers

	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


